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1. Abstract

Identity theft has become a significant criminal in the digital era, endangering
individuals, organizations, and governments. As personal data becomes more digitized and
commodified, identity theft has progressed from basic impersonation to intricate schemes
involving data breaches, phishing, and synthetic identities. This study investigates identity
theft from a multifaceted perspective, analyzing its legal frameworks, root causes, and
extensive repercussions. This analysis evaluates the efficacy of significant legislations,
including the U.S. Identity Theft and Assumption Deterrence Act, the European Union’s
GDPR, and India’s Information Technology Act of 2000, in addressing the issue, while also
emphasizing their enforcement restrictions and breadth constraints. The causes of identity theft
include technology flaws, social engineering, inadequate cybersecurity practices, and corporate
incompetence. The repercussions include not only money losses but also mental distress, legal
complications, and damage to reputation. The paper examines the deficiencies of existing
legislative frameworks, particularly in India, where enforcement shortcomings, insufficient
technical resources, and limited public knowledge impede effective deterrence. Reform
proposals encompass global law harmonization, updated terminology, improved victim
recompense, and increased corporate accountability. The study finds that although legal
protections are in place, they require ongoing updates and must be enhanced through public-
private collaboration and cybersecurity education to successfully combat this borderless and
dynamic crime.

Keywords: Identity Theft, Cybercrime, Data Breaches, Phishing Attacks, Financial Fraud,
Digital Privacy, Legal Frameworks, Cybersecurity, Information Technology Act, GDPR,
Synthetic Identity Fraud.

II. Introduction

The advent of the digital age has transformed the way individuals interact, transact, and
store information, ushering in unprecedented levels of connectivity and convenience. However,
this technological revolution has also given rise to a darker phenomenon: identity theft, a form
of cybercrime where personal information is stolen and misused for fraudulent purposes. From
phishing scams and data breaches to sophisticated social engineering tactics, identity theft has
become a pervasive threat, affecting millions globally and causing billions in financial losses
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annually. In 2022 alone, identity fraud in the United States resulted in $43 billion in damages,
with victims spending countless hours to restore their compromised identities (Javelin Strategy
& Research, 2023). The proliferation of digital platforms, coupled with the increasing
commodification of personal data, has created fertile ground for cybercriminals to exploit
vulnerabilities in systems and human behavior alike. As online banking, e-commerce, and
social media become integral to daily life, the risks associated with identity theft have
escalated, necessitating robust legal, technological, and societal responses.! This paper
examines identity theft in the digital age from three critical perspectives: the legal frameworks
designed to combat it, the multifaceted causes that drive its prevalence, and its far-reaching
consequences for individuals and society. While legislative efforts such as the U.S. Identity
Theft and Assumption Deterrence Act of 1998 and the European Union’s General Data
Protection Regulation (GDPR) have sought to address the issue, enforcement remains
challenging due to the borderless nature of cybercrime and the rapid evolution of technology.
The causes of identity theft — from technical vulnerabilities and inadequate cybersecurity
practices to social engineering and systemic data commodification — highlight the complexity
of the problem. Its consequences are equally severe, including financial ruin, emotional
distress, and the erosion of trust in digital systems.

II1. Meaning of Identity Theft

Each individual's identity is distinctive and distinct from others. The identity of an
individual possesses significant inherent worth. One endeavors to preserve his individuality,
regardless of the circumstances. As individuals endeavor to protect their identity, another
faction seeks to appropriate it for fraudulent purposes. This is referred to as 'Identity Theft' or
'[dentity Fraud'.

Identity theft, the most prevalent cybercrime nowadays, encompasses any instance in
which an individual's personal information is utilized by another individual without the owner's
consent, specifically acquired unlawfully, for fraudulent purposes or deceit, aimed at economic
or social advantage.

Identity theft transpires frequently across numerous social media platforms. This
occurs because these internet platforms request personal information, which may eventually be
disclosed publicly, sometimes without the owner's knowledge. Numerous crimes and frauds
occur with identity theft, including fraudulent immigration, terrorism, espionage, identity
cloning, and related activities. 2

IV. History

The notion of identity theft dates back to antiquity, when individuals adopted fictitious
identities to perpetrate fraud or other criminal activities. The contemporary issue of identity

! Susan Helser, Identity Thefi: A Review of Critical Issues, 3 INT. J. CYBER RES. EDUC. 1 (2021).
2 Ali Hussain, What Is Identity Theft? Types and Examples, INVESTOPEDIA 1 (2025).
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theft, as currently defined, originates from the emergence of consumerism and the
commodification of personal information.

Identity theft was formerly a tangible crime. The initial identity-theft perpetrators
indeed committed homicide against their victims. After the remains were securely disposed
of, criminals readily acquired the victim's name, Social Security Number, and more personal
information. The motive was typically not pecuniary, but rather the attainment of a new
identity.

Clearly, each scenario is unique, rendering generalization impossible. It is possible that
an individual owed a debt to Al Capone and his colleagues, necessitating their flight and
subsequent attempt to establish a new life in California using fraudulent yet credible
documents. This is an extreme method of rejuvenation, although I believe it is feasible
considering the historical context of this period. The perpetrator effectively assumed the
physical identity of the victim.

During the early 1960s and 1970s, the telephone emerged as the inaugural technological
apparatus to facilitate identity theft. They instilled in the victims a desire for financial gain and
extracted personal information such as addresses, social security numbers, bank account
details, and other pertinent data. The victim's anticipated desire to obtain the prizes ultimately
results in a lifetime of pain and misfortune.

Subsequently, when individuals became cognizant of identity theft through telephone
calls, criminals began to seek personal information from refuse, specifically discarded credit
cards and bank statements. Subsequently, upon becoming aware of this, the victims began
utilizing paper shredders.

The emergence of computer technology and the extensive utilization of the internet
facilitated the proliferation and execution of identity theft. During the late 1990s and early
2000s, occurrences of identity theft surged significantly as perpetrators discovered innovative
methods to obtain personal information via online scams, computer hacking, and the theft of
mail and other tangible documents.

In reaction to the escalating issue of identity theft, governments and law enforcement
entities commenced intervention. In the United States, the Federal Trade Commission
established the Identity Theft Clearinghouse in 1997 to gather complaints and statistics
regarding identity theft.

In 2003, Congress enacted the Fair and Accurate Credit Transactions Act (FACTA),
which instituted new protocols for businesses to safeguard consumer information and granted
individuals enhanced rights to contest inaccuracies on their credit reports.

Currently, identity theft remains a significant issue, as perpetrators devise increasingly
complex methods to acquire personal information and perpetrate fraud. Notwithstanding the
endeavors by governments, law enforcement agencies, and businesses to mitigate identity theft,
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it persists as a substantial issue, with millions of individuals globally succumbing to this crime
annually. 3

V. Legal Frameworks Addressing Identity Theft

The legal frameworks addressing identity theft are critical in combating this pervasive
cybercrime, providing mechanisms to criminalize offenses, protect victims, and regulate data
security. In the United States, the Identity Theft and Assumption Deterrence Act of 1998
marked a significant step by making identity theft a federal crime, defining it as the
unauthorized use of another’s personal information to commit fraud or other unlawful acts (18
U.S.C. § 1028). This legislation imposed penalties, including fines and up to seven years’
imprisonment, and tasked the Federal Trade Commission (FTC) with victim support and public
education. The Fair and Accurate Credit Transactions Act (FACTA) of 2003 further bolstered
protections, granting consumers access to free annual credit reports and the ability to place
fraud alerts on credit files, reducing the risk of undetected fraud (Pub. L. 108-159). In the
European Union, the General Data Protection Regulation (GDPR), enacted in 2018, sets a
global benchmark for data protection, requiring organizations to secure personal data and report
breaches within 72 hours (Regulation (EU) 2016/679). Non-compliance can lead to fines of up
to €20 million or 4% of annual global turnover, incentivizing robust cybersecurity. The eIDAS
Regulation complements this by standardizing secure electronic identification across EU
member states, minimizing cross-border identity fraud (Regulation (EU) 910/2014). Globally,
frameworks like Singapore’s Personal Data Protection Act (PDPA) of 2012 and South Africa’s
Protection of Personal Information Act (POPIA) reflect similar principles, though enforcement
varies due to resource disparities. The Budapest Convention on Cybercrime (2001) seeks to
harmonize international efforts, but challenges persist, including jurisdictional conflicts and
the rapid evolution of cyber threats like phishing and synthetic identity fraud. Emerging trends
include mandatory cybersecurity standards and victim restitution laws, while the integration of
Al in fraud detection raises ethical questions about privacy and bias. These frameworks, while
robust in intent, struggle to keep pace with technological advancements and require ongoing
global cooperation to effectively address the borderless nature of identity theft.*

VI. Legal analysis of identity theft in India

A person's "identity" is evidence of their own existence, but "theft" refers to the illegal
acquisition of another person's property without their permission or ownership. When
someone uses another person's personal information without their knowledge or agreement, it
is called identity theft.  The most basic kind of identity theft is when one person utilizes
another's personal information falsely.

3 Subhashini, Identity Theft: A Perspective Study, LEG. SERV. INDIA 1 (2025).

4 Shaobo Ji et al., Systems Plan for Combating Identity Theft - A Theoretical Framework, in 2007
INTERNATIONAL CONFERENCE ON WIRELESS COMMUNICATIONS, NETWORKING AND MOBILE COMPUTING 6396
(2007), http://ieeexplore.ieee.org/document/4341345/.
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Theft of identity is defined in the Black Law's Dictionary as the criminal acquisition
and exploitation of personal information belonging to another individual for deceitful
objectives. Although some of these crimes are more specifically defined as identity theft,
others, including phishing, ATM skimming, etc., fit under the umbrella term of identity theft.
The phrase itself encompasses a wide range of practices, from simple misrepresentation to
outright forgery.

Two statutes in Indian law—the Information Technology Act (IT Act) of 2000 and the
Indian Penal Code (IPC) of 1860—deem identity theft to be a crime. Following a change to
the Indian Penal Code by the Information Technology Act, 2000, identity theft was officially
recognized as an offense.

Particularly addressed by these revised regulations are electronic records. Data, record,
or data created, image, or sound which is transferred or received by any electronic form is what
the IT Act, 2000 defines as an electronic record, which is identical to what the IPC, 1860 says.

Only real, movable property is considered "theft" under Section 378 of the Indian Penal
Code, 1860. Because of this, it's possible that the laws regarding identity theft won't apply.
Even though the term "identity theft" isn't defined anywhere in the Indian Penal law of 1860,
an update to the law in that year broadened the scope of provisions that dealt with forging to
include the crime. Sections 419 and 420 of the Indian Penal Code both provide similar
punishment for the crime of identity theft because it entails defrauding by using another
person's personal information.

When it comes to criminalizing identity theft, the Indian Penal Code of 1860 skirts the
issue by classifying it as an expanded form of forgery or trickery. When the Information
Technology Act of 2000 was revised in 2008, the phrase "identity theft" was inserted. Section
66C of the Information Technology Act of 2000 safeguards the deceitful and fraudulent use of
any individual's identifying feature; it took some time for this need for offense-specific
legislation to become apparent.

Equally daunting is the task of justice in enforcing the requirements of these laws. The
number of people needed to combat cybercrimes in India is inadequate to keep up with their
rapid evolution. The public's lack of concern for these serious cybercrimes contributes to the
increasing prevalence of identity theft. The 2013 National Cyber Security Policy (NCSP)
attempts to create a national nodal agency and a certification program that is both appropriate
and rigorous, however it does have significant shortcomings.

Currently, the IT Act, 2000 only recognizes one certification policy, ISO027001 ISMS
certification, which does not meet the requirements for validity, and NCSP has no plans to
adopt additional certification policies. Additionally, without providing a basic definition, the
NCSP (2013) urges conformity with open standards and public key infrastructure.
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Furthermore, the policy's human resource goal of assembling a team of almost 5 lakh
people in the next five years is unrealistic. In sum, the National Cyber Security Policy of 2013
was less of a thorough strategy and more disconnected from ground zero.

The increasing frequency of reported cyber epidemics calls into doubt the efficacy of these
regulations, which at first glance appear to be adequate to combat the crime of identity theft.’

VII. Problems with Existing Laws

Despite their intent, current legal frameworks face significant shortcomings.
Jurisdictional fragmentation is a primary issue, as cybercriminals exploit the internet’s
borderless nature to operate from countries with weak enforcement. The Budapest Convention,
while influential, lacks universal adoption, and differing legal standards hinder cross-border
investigations. Outdated definitions fail to encompass modern threats like synthetic identity
fraud (using mixed real and fake data) or Al-driven deepfake impersonation, limiting
prosecutorial scope. Victim support is insufficient; laws like FACTA provide tools but place
the burden of recovery—financially and emotionally—on victims, with minimal mandatory
restitution from negligent entities. Corporate accountability varies widely; while GDPR
imposes significant penalties, other regions lack comparable deterrents, allowing companies to
skimp on cybersecurity. The Equifax breach of 2017, which exposed 147 million individuals’
data due to unpatched vulnerabilities, resulted in a $700 million settlement, deemed inadequate
relative to the harm (Federal Trade Commission, 2019). Lastly, rapid technological evolution
outpaces legislation, leaving gaps for emerging tactics like IoT-based attacks or crypto
currency-enabled fraud, which existing laws struggle to address effectively.

VIII. Proposals for Change
To strengthen the legal response to identity theft, the following reforms are proposed:

1. Global Legal Harmonization: Encourage broader adoption of the Budapest
Convention through diplomatic incentives, such as cybersecurity aid for developing
nations. Establish a universal baseline for identity theft laws, including standardized
definitions for synthetic fraud and Al-based crimes, to facilitate international
cooperation and extradition.

2. Modernize Statutory Definitions: Amend laws like the U.S. Identity Theft and
Assumption Deterrence Act to explicitly include emerging threats, such as deepfake
fraud, IoT wvulnerabilities, and blockchain-based identity misuse, ensuring legal
frameworks remain relevant.

3. Enhance Victim Restitution: Legislate mandatory compensation funds, financed by
fines on companies responsible for breaches, to cover victims’ losses, legal fees, and
recovery efforts. Expand FACTA-like provisions to include free, long-term identity
protection services for all victims.

> Shaurya Jain & Muskan Sharma, Identity Theft in India: A Security Concern, PENACCLAIMS 1 (2020).
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4. Enforce Corporate Cybersecurity Mandates: Introduce global standards requiring

encryption, multi-factor authentication, and regular security audits, with scalable
penalties for non-compliance. Strengthen third-party vendor oversight to address
supply chain weaknesses, as seen in breaches like Equifax.

Regulate AI and Privacy: Develop guidelines for Al-driven fraud detection to prevent
bias and ensure transparency, including limits on data retention and mandatory
disclosures about Al use in identity verification systems.

Foster Collaborative Ecosystems: Promote public-private partnerships to share real-
time threat intelligence and develop technologies like self-sovereign identity systems.
Fund cybersecurity education for small businesses and vulnerable communities to
reduce systemic risks.

IX. Types of Identity Theft

Identity theft is an escalating global concern that impacts individuals, corporations, and
governments. Cybercriminals employ diverse methods to acquire personal information and

exploit it for monetary profit, illicit actions, or fraudulent objectives. Identity theft can be
classified according to its execution methods and the consequences for the victim. The

following are the principal categories of identity theft:

1.

Financial Identity Theft: Financial identity theft transpires when an individual
unlawfully acquires another person's financial information, like credit card numbers,
bank account details, or social security numbers. The stolen information is
subsequently employed to conduct fraudulent transactions, withdraw funds, or create
new credit accounts in the victim's name. Criminals frequently get this information via
phishing schemes, data breaches, or skimming devices affixed to ATMs and card
readers. Victims of financial identity theft may experience credit score deterioration,
debt buildup, and legal complications resulting from illicit financial transactions
executed in their name.

Criminal Identity Theft: Criminal identity theft is when an individual utilizes another
person's personal information, such as their name, date of birth, or identification
number, to commit crimes. This form of identity theft may lead to erroneous arrests or
legal repercussions for the victim, if their personal information is associated with illicit
actions. Upon apprehension, criminals may furnish stolen identity information to law
enforcement, resulting in the issue of arrest warrants or charges against the innocent
victim. The ramifications of this form of identity theft can be grave, necessitating legal
action and comprehensive proof to establish innocence.

Medical Identity Theft: Medical identity theft entails the illicit utilization of an
individual's medical records, insurance details, or health-related information to acquire
medical services, prescriptions, or costly treatments. Criminals may exploit stolen
health insurance information to obtain medical services, conduct surgical procedures,
or acquire prescription medications, so placing the financial burden on the victim. This
form of fraud may result in erroneous medical records, misdiagnoses, and rejected
insurance claims. Victims may uncover medical identity theft upon receiving
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unanticipated expenses or being refused coverage as a result of fraudulent claims
submitted in their name.

4. Synthetic Identity Theft: Synthetic identity theft is a complex type of fraud wherein
perpetrators fabricate a new identity by amalgamating authentic and fictitious personal
information. For instance, they might utilize a stolen Social Security number in
conjunction with a fabricated name and address to establish new accounts, seek loans,
or perpetrate financial fraud. Synthetic identity theft is challenging to identify as it
entails the fabrication of a new identity rather than the appropriation of an existing one.
This form of deception can persist unnoticed for years and is frequently employed in
extensive financial crimes.

5. Child Identity Theft: Child identity theft transpires when a child's personal
information, including their Social Security number, is illicitly acquired and utilized to
get credit cards, loans, or government benefits. As minors generally refrain from
utilizing their credit until reaching adulthood, this form of identity theft may remain
undiscovered for extended periods. Criminals exploit this circumstance to create
deceptive bank records in the child's name. Numerous victims of child identity theft
first uncover the crime upon their initial application for credit, at which point they learn
their records have been compromised.®

X. Consequences of Identity Theft

Identity theft has extensive repercussions that surpass mere financial losses. Victims
frequently endure legal, emotional, and reputational harm, which may need years to rectify.
The effect differs based on the category of identity theft and the manner in which the acquired
information is utilized. The following are the principal ramifications of identity theft.

¢ Financial Losses: A primary and grave consequence of identity theft is financial loss.
Cybercriminals exploit stolen personal information to execute unlawful activities,
secure loans, or withdraw funds from victims' bank accounts. Victims may uncover
fraudulent credit card transactions, illicit acquisitions, or even depleted savings
accounts. In some instances, the recovery of missing funds might be protracted,
necessitating several notifications to banking institutions and law enforcement
organizations. Moreover, identity theft can profoundly impact an individual's credit
rating. When offenders exploit a stolen identity to establish new credit accounts and
neglect to fulfill payment obligations, it leads to adverse credit reports. Victims may
encounter difficulties obtaining loans, mortgages, or employment as a result of
impaired credit histories.

e Legal Implications: Identity thieves frequently exploit stolen identities to perpetrate
crimes, including fraud, drug trafficking, or violent felonies. In instances of criminal
identity theft, an innocent individual may be erroneously implicated in offenses they
did not perpetrate. Victims may encounter legal actions, penalties, or potential arrest if

¢ Susan Sproule & Norm Archer, Defining Identity Theft, in EIGHTH WORLD CONGRESS ON THE MANAGEMENT
OF EBUSINESS (WCMEB 2007) 20 (2007), http://ieeexplore.ieee.org/document/4285319/.
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their identity has been exploited in illicit activity. Exonerating oneself in such
circumstances can be a formidable and protracted endeavor. It may necessitate
engaging legal counsel, presenting evidence of identity theft, and collaborating closely
with law enforcement agencies to amend erroneous criminal records.

Psychological and Emotional Impact: Identity theft can result in significant
psychological repercussions. Numerous victims endure stress, anxiety, and a feeling of
violation upon realizing that their personal information has been used. The
apprehension of additional financial loss, legal complications, or reputational damage
might result in insomnia and emotional turmoil. The recovery process from identity
theft can be exasperating, particularly if financial institutions or law enforcement
agencies fail to respond swiftly. Victims may have feelings of helplessness, depression,
or may develop trust difficulties concerning money transactions and internet activity.
Reputational Damage: Reputational harm is a notable repercussion of identity theft,
particularly in professional and social contexts. If a person's identity is exploited for
fraudulent activities or unethical conduct, their reputation may be compromised.
Employers, clients, and colleagues may lose confidence in the individual, resulting in
job termination or challenges in securing employment. In the era of social media,
identity thieves might assume the identities of victims to disseminate misinformation,
harm personal relationships, or perpetrate cyberbullying. This form of identity theft
can be very detrimental, as it impacts an individual's trustworthiness and social status.’

XI. Causes of Identity Theft in the Digital Age

1.

Technological Vulnerabilities: The digital age has introduced unprecedented
opportunities for connectivity and convenience, but it has also created vulnerabilities
that cybercriminals exploit. Data breaches are a leading cause of identity theft, with
hackers targeting poorly secured databases to steal vast amounts of personal
information. High-profile breaches, such as the Equifax breach of 2017, which exposed
the data of 147 million individuals, highlight the scale of the problem (Federal Trade
Commission, 2019). Weak passwords, unpatched software, and inadequate encryption
are common entry points for attackers. The attack surface has expanded due to the
proliferation of Internet of Things (IoT) devices, such as smart home appliances and
wearable technology. The absence of robust security protocols renders several loT
devices vulnerable to hackers seeking to infiltrate networks and expropriate sensitive
data. The rise of cloud computing has heightened worries over identity theft, as
inadequately configured cloud storage systems may permit unauthorized access to
personal information.

Social and Behavioral Factors: Human behavior plays a significant role in enabling
identity theft. Phishing attacks, which trick individuals into revealing personal
information through fraudulent emails or websites, rely on social engineering tactics
that exploit trust and inattention. According to Verizon’s 2023 Data Breach

7 NATHAN BLASCAK ET AL., Financial Consequences of Severe Identity Theft in the U.S, (2021),
https://www.philadelphiafed.org/-/media/frbp/assets/working-papers/2021/wp21-41.pdf.
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Investigations Report, 74% of breaches involved a human element, such as clicking on
malicious links or falling for scams (Verizon, 2023). The increasing sophistication of
phishing campaigns, including spear phishing (targeted attacks on specific individuals)
and smishing (SMS-based phishing), has made it harder for users to identify fraudulent
communications. Over-sharing on social media also contributes to identity theft. Many
individuals inadvertently disclose personal details, such as their birthdate, address, or
travel plans, which criminals can use to impersonate them or answer security questions.
The lack of digital literacy exacerbates this issue, as many users are unaware of best
practices for protecting their online identities, such as using strong passwords or
enabling two-factor authentication.

3. Economic and Organizational Incentives: The profitability of identity theft drives its
prevalence. Stolen data is often sold on the dark web, where Social Security numbers,
credit card details, and login credentials fetch high prices. For example, a single credit
card number can be sold for $10-$100, depending on its validity and associated data
(Kaspersky, 2022). This underground economy incentivizes cybercriminals to develop
increasingly sophisticated methods for stealing and monetizing personal information.
Organizations also contribute to the problem through inadequate security practices.
Many companies prioritize cost-cutting over cybersecurity, failing to invest in robust
defenses or employee training. The Equifax breach, for instance, was attributed to the
company’s failure to patch a known vulnerability in its software (U.S. Government
Accountability Office, 2018). Similarly, third-party vendors with access to sensitive
data often lack the security measures of larger organizations, creating weak links in the
supply chain.

4. Systemic and Structural Issues: On a broader level, systemic issues such as data
commodification fuel identity theft. Companies collect vast amounts of personal data
for marketing and analytics, often without transparent consent mechanisms. This data
is frequently stored in centralized databases, making it an attractive target for hackers.
The lack of global data protection standards further complicates the issue, as data
collected in one country may be transferred to another with weaker regulations.
Inequities in access to technology and education also exacerbate vulnerability to
identity theft. Individuals in low-income or marginalized communities may lack the
resources to adopt secure technologies or the knowledge to recognize scams, making
them disproportionate targets for cybercriminals. Conversely, affluent individuals and
businesses are also at risk due to their higher financial value to criminals.®

XII. LAWS REGULATING OFFENCE OF IDENTITY THEFT

Identity theft is regulated by specific laws and regulations. Inreaction to the rise in identity
theft and its repercussions, Parliament implemented the Information Technology (Amendment)

8 Claudio Mezzetti, Keshini Muthukuda & Haishan Yuan, Crime in the Digital Age: Do Cyber Attacks Lead to
Identity Theft?, SSRN ELECTRON. J. 1 (2024), https://www.ssrn.com/abstract=4807037.
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Act, 2008, which imposed penalties for identity theft. Particular statutes regulating identity

theft encompass:

1.

Sections of Indian Penal Code (herein referred to as ‘IPC’): Identity theft
represents a combination of fraud and larceny. Section 378 addresses the offense of
'Theft." Does this section include the offense of identity theft? Some experts argue
that this issue is not included in this clause, as theft under this section applies solely to
movable property as defined in Section 22 of the IPC. Nonetheless, some argue that it
lies within its purview. The debate persists; nonetheless, it is presumed that the offense
of identity theft is not included within this section.  Section 416 addresses fraud via
impersonation. Section 419 prescribes a penalty that may encompass incarceration for
a duration of up to three years and a financial fee. Section 464 of the Indian Penal
Code addresses the forgery of documents. Section 465 delineates the penalties for
forgery, which may encompass imprisonment for a maximum of two years, a financial
penalty, or both. Section 468 pertains to forgery executed with the intent to deceive,
punished by a maximum sentence of seven years and a monetary penalty. Section 469
pertains to forgery aimed at damaging reputation, punishable by imprisonment for a
maximum of three years and a possible fine.

Information Technology Act, 2000: The primary statute concerning cybercrimes is
the IT Act. Key provisions regarding Identity Theft include:

e Section 43: Any individual who damages a computer system without the owner's
consent shall be obliged to compensate the affected party.

e Section 66: Any individual who fraudulently commits an act specified in section
43 shall be subject to imprisonment for a term not exceeding three years, a fine not
exceeding five lakh rupees, or both.

e Section 66B: The penalty for unlawfully acquiring stolen computer resources or
communication devices is imprisonment for a duration of up to three years, a fine
of up to one lakh rupees, or both.

e Section 66C: Imposes penalties for identity theft: Any individual who illegally
employs another person's unique identity may face imprisonment for a term of up
to three years, along with a fine not exceeding one lakh rupees.

e Section 66D: Conversely, it was intended to penalize cheating through
impersonation utilizing computer resources.

e Section 65: prevents any alteration of computer source material.

e Section 72: imposes penalties for any violation of privacy and confidentiality. °

XIII. IMPACT OF IDENTITY THEFT

When a someone unlawfully accesses your personal information and exploits it for

different illegal and immoral purposes, they immediately jeopardize the victim's physical,
emotional, social, and financial well-being. Identity theft is the predominant form of data

° Déavid Toth & Balazs Gati, The Common Law Approaches to Identity Thefi: Implications for Hungarian Law
Reform, 7 PROBL. PRAWA KARNEGO 1 (2023), https://journals.us.edu.pl/index.php/ppk/article/view/15570.
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breach, representing 58% of all incidents. In the 21st century, since the internet supports both
economic and personal aspects of life, platforms facilitating personal relationships will evoke
a spectrum of emotions in response to any form of unsolicited intrusion. Victims encounter
several challenges, including financial burdens related to closing old accounts, establishing
new accounts, altering passwords, funding a child's education, and incurring legal expenses. It
may also encompass emotional responses, such as rage and low self-esteem. A 2016 poll by
the Identity Theft Resource Center revealed that 74% of identity theft victims experienced
stress, 69% felt concern over financial safety, 60% indicated anxiety, and 42% feared for the
financial security of their family members. Sleep difficulties and an inability to attend work
may also be precipitated by identity theft. Engaging in a crime on behalf of a victim may result
in physical harm and exposes the victim to the prospect of arrest, so subjecting him to potential
legal repercussions until his records are cleared. !

XIV. Causes of Identity Theft

Identity theft transpires when a someone illicitly acquires and utilizes another person's
personal information, usually for monetary advantage. Comprehending the origins of identity
theft is essential for formulating effective prevention tactics. The following are prevalent
causes:

e Data Breaches: Extensive data breaches involve unauthorized access to databases
containing personal information, such as names, addresses, Social Security numbers,
and credit card details. Cybercriminals exploit vulnerabilities in an organization's
security infrastructure to obtain data, which is then sold on the dark web or employed
for nefarious activities. In April 2024, a significant data breach compromised 2.9
billion Social Security records, highlighting the considerable susceptibility of sensitive
information.

e Phishing and Social Engineering: Phishing entails deceptive communications, like
emails or text messages, that seemingly originate from credible sources to manipulate
users into disclosing personal information. Social engineering approaches leverage
human psychology to persuade victims into taking activities or revealing personal
information, rather than relying on technical hacking methods. These approaches are
particularly effective as they exploit trust and fear, causing individuals to inadvertently
provide important information.

e Lost or Stolen Personal Documents: The physical theft of wallets, purses, or mail can
furnish crooks with a plethora of personal information. Documents such as driver's
licenses, passports, and credit cards possess information that can facilitate identity theft.
Moreover, documents disposed of without adequate shredding can be recovered by
criminals via "dumpster diving," enabling them to get information essential for
fraudulent endeavors.

10 Zakaria Saleh, The Impact of Identity Theft on Perceived Security and Trusting E-Commerce, J. INTERNET
BANK. COMMER. 1 (2025).
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Weak Passwords and Poor Digital Hygiene: The utilization of weak or readily
guessable passwords, the repetition of passwords across many accounts, and the neglect
to update them periodically can facilitate unlawful access to personal information by
hackers.  Inadequate digital hygiene, like the failure to activate two-factor
authentication or disregard for software updates, exacerbates susceptibility to identity
theft.

Malware and Spyware: Malicious software, encompassing malware and spyware, can
penetrate machines to expropriate personal information. These programs may be
inadvertently installed by malicious email attachments, infected software downloads,
or hacked websites. Upon installation, they can surveil keystrokes, acquire login
passwords, and access sensitive information stored on the device.

Insider Threats: Employees or people with authorized access to sensitive information
may exploit their access for personal benefit or malevolent purposes. Insider threats
can be especially detrimental as they frequently circumvent exterior security protocols,
complicating detection and preventive efforts.

Public Wi-Fi Networks: Utilizing insecure public Wi-Fi networks may render users
susceptible to identity theft. Cybercriminals can intercept data transmitted across these
networks, seizing login credentials, financial information, and other sensitive data. In
the absence of adequate security measures, such as employing a virtual private network
(VPN), users face heightened risks while accessing sensitive information over public
Wi-Fi.

Social Media Oversharing: Disseminating excessive personal information on social
media can furnish identity thieves with the requisite material to impersonate persons or
respond to security inquiries. Publicly accessible information such as birthdates,
residences, and family names can be aggregated to facilitate fraudulent activities.
Synthetic Identity Fraud: This entails amalgamating authentic and fabricated
information to establish a new persona. A fraudster may utilize an authentic Social
Security number in conjunction with a fictitious name and date of birth. This fabricated
identity can thereafter be utilized to establish accounts and incur debt, frequently
remaining unnoticed for prolonged durations, resulting in substantial financial harm.
Insider Collusion: In certain instances, individuals deliberately sell their personal
information to scammers. A person encumbered by debt may sell their identities to a
gambling gang, subsequently uncovering multiple false accounts and transactions
conducted in their name. This results in both financial loss and legal issues for the
individual concerned. Comprehending these issues is crucial for formulating measures
to safeguard personal information. By remaining aware and using preventative
strategies, individuals can mitigate the chance of becoming victims of identity theft.!!

XV.PREVENTION OF IDENTITY THEFT

! Jean Sylvain Bailly, Identity Theft: Causes and Consequences of a Dreadful Threat, TEHTRIS 1 (2022).

SamagraCS Publication House

197



-&

-Innovation

- Innovation and Integrative Research Center Journal
ISSN: 2584-1491 | www.iircj.org
Volume-3 | Issue-4 | April-2025 | Page 185-200

Although technology has facilitated the execution of identity theft under the obscurity
of a computer keyboard. We concur that prevention is invariably the optimal strategy. Identity
theft is a crime that victims sometimes cannot foresee; yet, its increasing prevalence is
acknowledged collectively, as seen by the Federal Trade Commission's assessment of 440,000
identity theft cases in 2018, an increase of 70,000 compared to 2017.

So we may buckle up and take the following measures:

e Create different and strong passwords for the different sites that we use.

e Keep your cards in a secure location.

e Check your credit reports and credit scores frequently.

e Get updates on account details frequently.

e Don’t enter your bank information and credit card information on the sites you do not
well know of.

e Destroy your documents through shredding.

e Setup ‘suspicious activity ‘alerts on bank accounts.

e Save yourself from many phishing schemes by avoiding opening any email address
which either doesn’t include your full name and even if it does, do not directly open
any attachment even if it seems authentic.

It is in its entirety possible that there are no red flags or even if there are, they are not easily

visible. You become the victim, don’t panic, if there is a crime, then there is a law.

The constitution of India very well takes cognizance of your rights concerning rendering
your data private and under Art. 19(1) (a)'? and Art.21'3. The same was held in the case of
Justice K S Puttaswamy (Retd.) & Anr. vs. Union of India and Ors'*. Meaning thereby all that
data which is your identity is secured even though these articles have certain reasonable
restrictions.

To learn how intricate an identity theft can be it becomes necessary to delve into a case'’.
This is known to be the first cybercrime that India witnessed.

In May 2002 someone logged onto the website under the identity of Barbara Campa and
ordered a Sony Television set and a headphone. Acting under due diligence these items were
to be delivered to someone under the name of Arif Azim which was done. Later on, the credit
card agency informed the company that this was not an authentic transaction as the owner has
denied any such purchase. The company complained to the Central Bureau of Investigation
(CBI) which filed a report under Section 418, 419, and 420 of the Indian Penal Code. When

12INDIA CONST, Art 19, cl 1, sub-cl a

3 INDIA CONST, Art 21

14 K.S. Puttaswamy (Rtd.) v. Union of India & Ors., Writ Petition (C) 494 of 2012 (India), (2012).
15 CBI v. Arif Azim, Sony Sambandh.com case, (2003).
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looked into the matter it was a fraud on the part of Arif Azim taking up the identity of somebody
else to make a purchase. He was convicted but was treated with leniency. '

XVI. Conclusion

In a progressively digital and networked society, identity theft is a significant challenge
that legislation alone cannot resolve. Numerous legislation and regulatory frameworks, like
the United States' FACTA and Identity Theft Deterrence Act, India's IT Act, and the European
Union's GDPR, frequently fail in effective enforcement. Jurisdictional limitations, antiquated
definitions, and swiftly evolving technologies consistently surpass the scope of existing
legislation, enabling cybercriminals to exploit weaknesses without consequence. Furthermore,
although measures designed to safeguard victims, the responsibility for recovery—financial,
emotional, and reputational—predominantly rests with the impacted persons. The report
emphasizes that identity theft is not merely a legal concern but a societal issue, intricately
linked to systemic deficiencies in digital literacy, cybersecurity infrastructure, and international
collaboration. Prevention and mitigation require a collaborative approach among governments,
corporate entities, and individuals. Enhancing legislation is vital; but, as important are
initiatives such as public education on digital hygiene, the establishment of robust data
protection policies, the enforcement of corporate accountability, and the promotion of
international cooperation via treaties and conventions. Moreover, the proliferation of Al-
facilitated fraud, deepfakes, and loT-related breaches necessitates ongoing legal advancement
and technology adjustment. Countries such as India must prioritize the enhancement of their
cybercrime units and formulate robust national cybersecurity plans that transcend mere verbal
commitments. Only via collaborative initiatives and proactive policy formulation can we
aspire to mitigate the escalating threat of identity theft and protect the integrity, privacy, and
trust of persons within the digital landscape.
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