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ABSTRACT

Key concerns include the absence of specific Al regulations, challenges in assigning liability for
Al-driven decisions, and risks of constitutional violations in automated corporate processes. To
address these issues, the paper proposes a structured governance model with stricter liability
measures, mandatory Al audits, and the creation of a dedicated Al regulatory authority. The
widespread adoption of Artificial Intelligence (Al) in corporate decision-making has transformed
industries, boosting efficiency, innovation, and productivity. However, this rapid integration also
raises critical legal and constitutional challenges, particularly regarding corporate accountability.
Al-driven processes affect fundamental rights like privacy, equality, and due process,
emphasizing the need for clear liability frameworks to prevent misuse and ensure ethical use.
This paper explores the relationship between Al governance and corporate liability under Indian
constitutional law. It evaluates the adequacy of existing laws such as the Information Technology
Act, the proposed Data Protection Bill, and relevant international AI regulations while
identifying gaps in addressing Al-related issues. Judicial precedents are analyzed to assess
corporate accountability in Al-related cases and whether current legal provisions address
emerging risks effectively.The study stresses the urgent need for India to establish a strong Al
regulatory framework that aligns corporate Al usage with constitutional values. Ethical and
lawful deployment of Al in businesses is crucial to safeguard fundamental rights, maintain public
trust, and encourage responsible innovation.

Keywords:- Al, Corporate Accountability, Constitutional Implications, Algorithmic Bias, Data
Protection, Liability, Regulation

INTRODUCTION
Artificial Intelligence (Al) has become a key component of modern corporate strategies, helping
businesses enhance customer experiences and manage resources more effectively. While Al
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boosts innovation and efficiency, it also introduces challenges such as data security breaches,
algorithmic bias, and difficulties in attributing responsibility. Given these challenges, it is
essential to analyze corporate accountability within the constitutional framework of India.

1.1 Defining Artificial Intelligence in the Corporate Sphere

Artificial Intelligence (Al) refers to systems that perform tasks like learning and reasoning,
which typically require human intelligence. In the corporate world, Al is used for analyzing
consumer behavior, predicting market trends, and optimizing supply chains. In finance, it helps
assess creditworthiness

2000 and the Digital Personal Data Protection Act of 2023 address cybercrime and data
protection but do not cover Al-specific issues like algorithmic bias or liability for harm caused
by AI systems. , detect fraud, and manage investments. While these applications improve
efficiency, they also raise concerns about transparency and accountability.

India has seen rapid growth in Al adoption. As per Forbes Advisor India, the Indian Al market
was valued at $680 million in 2022' and is expected to reach $3.9 billion by 2028 with a CAGR
of 33.28%. Additionally, Al spending in India is projected to grow from $665 million in 2018 to
$11.78 billion by 2025 at a CAGR of 39%.

1.2 The Need for Corporate Accountability

As businesses increasingly rely on Al, ensuring its ethical and legal use is critical. Corporate
accountability involves holding companies responsible for their Al systems' actions when they
violate constitutional rights. However, India lacks a specific legal framework for Al governance.
The IT Act of 2000 and the Digital Personal Data Protection Act of 2023 address cybercrime
and data protection but do not cover Al-specific issues like algorithmic bias or liability for harm
caused by Al systems.

To address these gaps, frameworks like NITI Aayog's "Approach Document" emphasize
accountability mechanisms to ensure companies deploying Al are answerable for their decisions
while safeguarding citizens' rights. India's legal landscape is evolving to address the multifaceted
challenges posed by Artificial Intelligence (AI). While significant progress has been made, gaps
remain in effectively regulating Al-driven corporate activities. This section delves into the
constitutional provisions, existing statutory frameworks, and regulatory initiatives pertinent to
Al in India.

2.1 CONSTITUTIONAL PROVISIONS RELEVANT TO Al
The Indian Constitution, as the supreme law, provides several fundamental rights that intersect
with Al applications:

" Forbes Advisor, Al in India: $3.9 Billion Market by 2028, (2023),
https://www.forbes.com/advisor/in/business/ai-in-india/
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Right to Privacy (Article 21): The landmark judgment in Justice K.S. Puttaswamy (Retd.) v.
Union of India (2017)? recognized privacy as a fundamental right under Article 21.1 This ruling
has profound implications for AI systems that collect, process, and analyze personal data.
Ensuring that Al applications do not infringe upon individuals' privacy rights is paramount,
especially in sectors like healthcare and finance where sensitive data is prevalent.

Right to Equality (Article 14): Article 14 guarantees equality before the law and prohibits
discrimination. Al algorithms, if not carefully designed and monitored, can perpetuate biases
present in training data, leading to discriminatory outcomes. For instance, biased Al systems in
recruitment processes can unfairly disadvantage certain groups, violating the right to equality.
Addressing algorithmic bias is essential to uphold this constitutional mandate.

Freedom of Speech and Expression (Article 19(1)(a)): This right encompasses the freedom to
create, disseminate, and access information. Al's role in content creation and curation, such as
personalized news feeds or automated journalism, raises concerns about echo chambers and
misinformation. Ensuring that Al-driven platforms do not stifle diverse viewpoints or spread
false information is crucial to protect this freedom.

2.2 Existing Statutory Frameworks

India's current legal statutes address various aspects relevant to Al but lack comprehensive Al-
specific regulations:

Information Technology Act, 2000 (IT Act): Serving as the cornerstone of India's digital
regulation, the IT Act addresses electronic commerce and cybercrime. It includes provisions like
Section 43A°, which mandates compensation for failure to protect sensitive personal data, and
Section 72A, which penalizes unauthorized disclosure of personal information, both of which
are critical for Al systems handling personal information.2

Digital Personal Data Protection Act, 2023: Enacted on August 11, 2023, this Act provides a
comprehensive framework for personal data protection in India. It outlines principles such as
user consent, data minimization, and transparency, directly impacting Al systems that process
large volumes of personal data. The Act mandates that Al platforms obtain explicit user consent
before data processing and allow users to withdraw consent, ensuring greater control over
personal information.*

Companies Act, 2013: While primarily focused on corporate governance, this Act does not
explicitly address Al-related liabilities. As Al becomes integral to business operations, clarifying
corporate accountability for Al-driven decisions and actions becomes necessary.

2.3 Regulatory Initiatives

The Indian government has undertaken several initiatives to foster Al development and address
associated challenges:

2 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).
3 Information Technology Act, 2000, 43A, No. 21, Acts of Parliament, 2000 (India).
4 Digital Personal Data Protection Act, No. 22 of 2023, Acts of Parliament (India).
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IndiaAl Mission: Approved in March 2024 with a budget of 210,371.92 crore, this mission
aims to develop a comprehensive Al ecosystem in India. Objectives include enhancing
computing infrastructure, supporting Al startups, promoting research and development, and
facilitating Al adoption across various sectors. However, despite this significant investment, a
dedicated regulatory framework for Al remains absent, highlighting the need for policies that
balance innovation with ethical considerations and societal impact.4

Global Partnership on Artificial Intelligence (GPAI): Launched in June 2020, GPAI is a

multistakeholder initiative that brings together experts from science, industry, civil society,

international organizations, and governments. India's participation underscores its commitment
to international collaboration in bridging the gap between theory and practice on Al-related
priorities.®

Al-Specific Legislation Drafting: The Ministry of Electronics and Information Technology

(MeitY) is currently drafting Al-specific legislation. This forthcoming law is expected to address

unique challenges posed by Al technologies, providing clearer guidelines for their development

and deployment. Key areas likely to be covered include algorithmic transparency, accountability,
and ethical Al use.6

2.4 Judicial Interpretations and Case Laws

Indian judiciary has begun addressing Al-related issues, setting precedents that influence the

legal landscape:

1. Anil Kapoor's Case (2024): In a landmark ruling, the Delhi High Court prohibited
unauthorized use of actor Anil Kapoor's likeness through Al technology. The court's decision
underscores the growing concern over Al misuse in creating distorted images and videos
without consent, emphasizing the need to protect individual personality rights in the digital
age’.

2. ANI vs. OpenAl (2024): The Indian news agency ANI filed a lawsuit against OpenAl,

alleging unauthorized use of its published content for training AI models. This case highlights
the tension between Al development and copyright laws, emphasizing the need for clear
guidelines on the use of copyrighted material in Al training.®

2.5 Challenges and the Way Forward

Despite these initiatives, several challenges persist:

Absence of Comprehensive Al-Specific Laws: India currently lacks dedicated legislation to
govern Al comprehensively. Existing laws like the IT Act are inadequate to address complexities

5 Press Information Bureau, Cabinet Approves IndiaAl Mission, Mar. 7, 2024,
https://pib.gov.in/PressReleasePage.aspx?PRID=2006031

6 Global Partnership on Atrtificial Intelligence, About GPAI, https://gpai.ai/about/

7 Anil Kapoor v. Al Platforms, Delhi High Court, CS(COMM) 652/2023 (India).

8 Asian News International v. OpenAl, Suit No. CS(COMM) 85/2024, Delhi High Court (India)
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such as algorithmic bias, decision-making transparency, and liability in Al-driven harm.
Developing robust Al-specific laws is crucial to address these gaps.

Ethical and Constitutional Concerns: The integration of Al raises ethical dilemmas and potential
conflicts with constitutional values. Ensuring that Al systems operate within the bounds of
constitutional morality, respecting rights like privacy, equality, and freedom of expression, is
imperative. Continuous dialogue among stakeholders, including policymakers, technologists,
and civil society, is necessary to navigate these challenges.

International Collaboration: Given the global nature of Al development, India's active
participation in international forums like GPAI is vital. Collaborating on global standards and
best practices can help India develop a balanced approach to Al regulation that fosters innovation
while safeguarding fundamental rights.

3. CONSTITUTIONAL IMPLICATIONS OF AI IN IN CORPORATE OPERATIONS
The integration of Artificial Intelligence (Al) into corporate operations in India raises significant
constitutional considerations, particularly concerning the rights to privacy, equality, and freedom
of speech and expression. A detailed examination of these issues, supported by relevant research
and legal frameworks, is essential for understanding and addressing the challenges posed by Al
deployment.

3.1 Right to privacy: Al systems process vast personal data, raising privacy concerns such as
unauthorized surveillance and breaches.

The Supreme Court in K.S. Puttaswamy v. Union of India (2017) recognized privacy as a
fundamental right under Article 21, emphasizing safeguards against extensive data collection.
Al-driven facial recognition is used in public spaces without adequate legal frameworks, risking
privacy violations.Targeted advertising by Al involves intrusive profiling without user consent,
undermining autonomy and increasing risks of misuse. The Digital Personal Data Protection Act
(DPDP) addresses data processing but lacks provisions for Al-specific challenges like automated
decision-making and accountability gaps.

3.2 Right to Equality

Algorithmic bias in Al systems can lead to discriminatory outcomes, violating Articles 14, 15,
and 16 of the Constitution. Examples include facial recognition inaccuracies for darker skin tones
and hiring biases against women and minorities.

A UNDP report highlights that Al-based credit scoring assigns lower scores to women compared
to men with similar financial profiles, reinforcing gender disparities. Addressing biases requires
transparency in Al design, regular audits, and non-discriminatory practices mandated by future
laws.

3.3 Freedom of Speech and Expression

Content moderation by Al impacts Article 19(1)(a), often suppressing legitimate expression due
to opaque criteria or cultural misinterpretations. Al-driven surveillance deters public discourse
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and peaceful assembly, creating a chilling effect on democratic engagement. Clear regulations
are needed to ensure accountability in content moderation and prevent unjust censorship or
misuse of surveillance technologies.

3.4. Challenges in Attributing Liability

Determining liability for decisions made by Al systems is complex under Indian law.Section 149
of the Companies Act mandates that directors must be individuals, preventing Al from being
recognized as legal personalities eligible to serve as directors. Directors may delegate tasks to
Al but cannot delegate decision-making authority directly due to legal ambiguities. Al can assist
but not replace human oversight in decision-making processes.

4. CHALLENGES IN ATTRIBUTING LIABILITY

Determining liability for decisions made by artificial intelligence (Al) systems is a complex and
evolving challenge in legal scholarship. Below is an in-depth exploration of the key challenges,
supported by relevant research and resources:

4.1 The Black Box Problem

Al systems, particularly those based on deep learning, operate as "black boxes," making their
internal processes opaque and difficult to understand. This lack of transparency complicates
identifying biases, errors, and accountability

Legal doctrines like intent and causation face challenges when applied to Al decision-making
due to the inscrutability of its processes. Bathaee (2017) highlights how this undermines
traditional legal principles.’ Courts are addressing these issues through measures like algorithmic
disgorgement and restricted discovery of code and training data to ensure clarity in legal
proceedings.

4.2 Vicarious Liability

Vicarious liability traditionally applies to organizations for actions taken by employees within
their scope of employment. Extending this doctrine to Al systems is complex as Al lacks legal
personhood and acts autonomously.Some scholars propose holding manufacturers or operators
accountable for the actions of their Al systems, similar to employer liability for employees.
Diamantis (2021) suggests criteria for applying vicarious liability to AI,'° emphasizing equitable
outcomes, efficient incentives, and interpretability. Two approaches are debated: one fitting
existing frameworks with limited scope and another requiring legal evolution for broader
application.

4.3 Product Liability

Product liability laws hold manufacturers accountable for defects causing harm. Applying this
principle to Al raises questions about whether Al is a "product" or a "service" and how its

9 Bathaee, A. (2017). The Attificial Intelligence Black Box and the Failure of Intent and Causation, 31
Harv. J.L. & Tech. 889.

0 Diamantis, M. E. (2021). The Extended Corporate Mind: When Corporations Use Al to Break the
Law, 98 N.C. L. Rev. 893
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dynamic learning capabilities affect definitions of "defect".Conventional liability models
struggle with Al's autonomous nature, which evolves over time based on new data inputs. This
unpredictability complicates identifying causation and liability. Legal scholars argue for updated
frameworks tailored to Al systems, balancing innovation with accountability.

Additional Considerations

Legal Personhood for Al: Some advocate granting legal personhood to Al entities to simplify
liability attribution. However, this raises debates about defining personhood and its implications
on existing laws. Insurance and Risk Management: Insurers play a key role in managing risks
associated with Al activities, such as privacy breaches or damages caused by autonomous
decisions. Regulatory Developments: Jurisdictions like the European Union are introducing
regulations addressing Al liability. For example: The EU's proposed'! Al Liability Directive
aims to simplify compensation claims for harm caused by Al systems. Updates to the EU Product
Liability Directive clarify that digital products fall under product liability rules.

5.COMPARATIVE ANALYSIS OF GLOBAL AI REGULATIONS

A comprehensive analysis of global Al regulations reveals a diverse array of approaches, each
shaped by unique legal traditions, cultural values, and policy objectives. Understanding these
frameworks provides valuable insights for India's own regulatory considerations.

5.1 European Union

The European Union (EU) has been at the forefront of Al regulation with its proposed Artificial
Intelligence Act (Al Act), aiming to establish a comprehensive legal framework for Al
technologies. Introduced by the European Commission in April 2021, the Al Act adopts a risk-
based approach, classifying Al systems based on their potential to cause harm:

» Unacceptable Risk: Al systems deemed to pose a clear threat to safety, livelihoods, and
rights are prohibited. This includes applications such as social scoring by governments
and real-time biometric identification in public spaces, except under specific
circumstances.

» High Risk: Al applications that significantly affect people's rights or safety, such as those
used in critical infrastructure, education, employment, essential private and public
services, law enforcement, border control, and administration of justice, are subject to
stringent obligations. These obligations include:

* Risk Management: Implementing systems to identify, assess, and mitigate risks
throughout the Al system's lifecycle.

« Data Governance: Ensuring training data sets are relevant, representative, free of errors,
and complete to minimize biases.

1 European Commission, Proposal for a Directive on Al Liability, COM(2022) 496 final,
https://ec.europa.eu/info/publications/ai-liability-directive en.
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» Technical Documentation and Record-Keeping: Maintaining detailed documentation to
demonstrate compliance and facilitate oversight.

* Transparency and Provision of Information: Informing users about the Al system's
capabilities and limitations.

*  Human Oversight: Designing Al systems to allow human intervention and control.

* Robustness, Accuracy, and Security: Ensuring systems are resilient against errors and
cyberattacks.

» Limited Risk: Al systems with specific transparency obligations, such as chatbots,
require users to be informed that they are interacting with a machine.

* Minimal Risk: All other Al systems can be developed and used without additional legal
obligations, as they pose minimal or no risk.

The Al Act aims to harmonize Al regulations across the EU, ensuring safety and fundamental

rights while fostering innovation. It is complemented by other legislative measures, such as the

General Data Protection Regulation (GDPR), which addresses data privacy concerns related to

Al. Additionally, the EU has adopted the Data Act, which will come into effect 20 months from

November 27, 2023, further shaping the regulatory landscape for Al technologies.

However, recent discussions among EU lawmakers have highlighted concerns about potential

overlaps and excessive regulatory burdens. The European Commission aims to reduce

redundancy in technology directives to simplify compliance without weakening essential

regulations like the Al Act.

5.2 United States

Unlike other major economies, the United States lacks a unified federal regulatory framework

for Al Instead, it follows a decentralized and sector-specific model, where different federal

agencies and state governments develop regulations tailored to their respective domains. This

approach prioritizes innovation and market growth while addressing Al-related concerns on a

case-by-case basis. Below is a detailed exploration of the U.S. regulatory landscape for Al.

1. Federal Initiatives: Al Governance Across Agencies

Several federal agencies have established guidelines and policies to regulate Al applications

within their areas of jurisdiction. While there is no overarching Al law, these agencies enforce

regulations based on existing legal principles such as consumer protection, safety, and fairness.

A. Federal Trade Commission (FTC): Consumer Protection and Al

The Federal Trade Commission (FTC) plays a critical role in ensuring that Al technologies do

not harm consumers. Its guidelines emphasize:

* Transparency: Al-driven services and automated decision-making systems must clearly
disclose how they operate, particularly in consumer-facing applications like online
advertising, loan approvals, and hiring algorithms.
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* Fairness and Non-Discrimination: Companies using Al must ensure that their algorithms do
not perpetuate biases, especially in areas like credit scoring, housing applications, and
employment decisions.

* Accountability: Businesses deploying Al are responsible for its outcomes, meaning they
must audit their models to prevent unethical practices or deceptive conduct.The FTC has
warned companies against using biased or opaque AI models and has the power to take
enforcement action under laws like the Federal Trade Commission Act if Al systems engage
in unfair or deceptive practices.

B. Food and Drug Administration (FDA): Al in Medical Devices

Safety and Effectiveness: Al-driven medical technologies, such as diagnostic tools and robotic

surgical systems, must meet rigorous safety and performance standards before receiving FDA

approval.

» Adaptive Al Regulations: Since many Al-based medical tools continuously learn and evolve
(e.g., Al-assisted imaging software improving over time), the FDA is exploring
"Predetermined Change Control Plans" to ensure ongoing monitoring of Al models post-
market.

» Patient Privacy: Al applications in healthcare must comply with the Health Insurance
Portability and Accountability Act (HIPAA), which protects patient data from unauthorized
access and misuse.

C. National Highway Traffic Safety Administration (NHTSA): Al in Autonomous Vehicles

The National Highway Traffic Safety Administration (NHTSA) regulates Al in the

transportation sector, particularly in the development of self-driving cars and autonomous

vehicle technologies. Its key responsibilities include:

* Public Safety Standards: Al-powered autonomous vehicles must meet strict safety
benchmarks to reduce the risk of accidents and malfunctions.

» Data Transparency: Automakers must provide detailed reports on how Al-driven vehicles
operate, including how they handle unpredictable road conditions.

* Testing and Deployment Regulations: Companies like Tesla, Waymo, and Cruise must
comply with federal autonomous vehicle testing guidelines, ensuring Al-powered systems
undergo extensive real-world testing before widespread deployment.

2. State-Level Regulations: Patchwork of AI Laws

Since there is no federal Al law, individual U.S. states have taken the lead in regulating Al,
particularly in the areas of data privacy and biometric technologies.

A. California: The California Consumer Privacy Act (CCPA)

SamagraCsS Publication House 96


https://samagracs.com/samagracs-publication/

.

&)

5

=g
L1
—

_%.ﬁ

Iy

)
i

¥

-

| NNOValon pnovation and Integrative Research Center Journal

ISSN: 2584-1491 | www.iircj.org
Volume-3 | Issue-4 | April - 2025 | Page 88-105

California, known for its tech industry leadership, introduced the California Consumer Privacy

Act (CCPA) to enhance consumer data rights, particularly regarding Al-driven data processing.

Key provisions include:

Right to Know: Consumers can request details about how their data is collected and used,

especially by Al-driven platforms.

Right to Delete: Users can demand that businesses erase their personal data if it is no longer

necessary.

Opt-Out Option: Companies using Al-based personalized ads or automated decision-making

must allow consumers to opt out of having their data sold or processed for such purposes.

B. Illinois: The Biometric Information Privacy Act (BIPA)

Illinois has one of the most stringent biometric data regulations in the U.S. The Biometric

Information Privacy Act (BIPA) imposes strict rules on Al applications involving facial

recognition, voice recognition, and fingerprint scanning. Key regulations include:

Explicit Consent: Businesses must obtain informed consent before collecting biometric data.

Storage and Retention Limits: Companies must limit data storage and cannot retain biometric

data longer than necessary.

Legal Recourse: Individuals have the right to sue companies if their biometric data is misused

or improperly stored.

3. Proposed Federal Legislation: Moving Towards Comprehensive AI Laws

Despite the lack of a unified Al law, there have been efforts to introduce federal Al regulations

in Congress.

Algorithmic Accountability Act -One of the most significant proposals is the Algorithmic

Accountability Act, which aims to:

Mandate Impact Assessments: Companies using Al for automated decision-making (e.g., hiring,

lending, and predictive policing) must evaluate potential biases and discriminatory risks.

Enhance Transparency: Businesses must disclose how their AI models make decisions,

especially if those decisions affect consumer rights.

Regulate High-Risk AI Applications: Al systems used in healthcare, finance, criminal justice,

and employment would be subject to additional oversight to prevent unfair outcomes.

4. Balancing Innovation and Regulation: The U.S. Policy Debate

The U.S. Al regulatory approach reflects a fundamental tension between promoting innovation

and preventing harm. The government prefers a light-touch regulatory model, fearing that

overregulation could stifle technological advancements.

* Free-Market Approach: Unlike the EU or China, the U.S. government largely relies on
industry self-regulation, encouraging companies to develop ethical Al practices voluntarily.

* Concerns Over Regulation: Some U.S. policymakers argue that excessive Al laws could
drive companies to move innovation offshore, reducing America’s competitive edge.
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* Global AI Leadership Debate: At the Paris AI Summit, U.S. Vice President JD Vance
criticized Al overregulation, warning that strict policies could hinder tech progress and allow
other countries, like China, to take the lead in Al innovation.

5.3 China

China has positioned itself as a dominant player in the global Al landscape, with a strategic plan
to lead Al innovation by 2030. The country’s regulatory framework reflects a dual objective:
fostering technological advancements while ensuring stringent government oversight. This
oversight aligns Al development with national interests and the core principles of socialism.
Below is a detailed breakdown of China’s Al regulatory approach:

1. Ethical Guidelines: Aligning AI with Socialist Values

China's approach to Al governance is deeply rooted in its ideological foundation, ensuring that
Al technologies contribute to societal well-being as defined by the state. The ethical guidelines
emphasize:

» Core Socialist Values: AI must align with state-defined values such as fairness, equity, and
public welfare, ensuring that advancements benefit society rather than solely private entities.

* Government Oversight: Strict monitoring mechanisms ensure Al applications do not disrupt
social harmony or contradict state policies.

» Preventing Misuse: Al must not be used to incite social instability, spread misinformation,
or challenge state authority. This includes restrictions on Al-generated content that could
pose a threat to social or political stability.

* Transparency and Fairness: Developers must ensure that Al-driven decision-making
processes are transparent and do not introduce bias or discrimination, especially in areas like
hiring, social credit systems, and public services.

2. Data Privacy and Security Laws: Strengthening National Control Over Information
China has implemented comprehensive data protection regulations aimed at securing sensitive
information and asserting state control over data flows. These laws form a multi-layered
framework that governs how data is collected, stored, and transferred.

A. Cybersecurity Law (2017): Ensuring Data Localization and Infrastructure Protection
Requires data localization, meaning companies operating in China must store data collected
within the country’s borders unless they pass strict security assessments.Mandates security
evaluations for critical information infrastructure, which includes finance, energy, and
telecommunications sectors.Establishes stringent network security obligations for businesses,
compelling them to implement strong cybersecurity measures to prevent cyber threats.

B. Data Security Law (2021): Categorizing and Regulating Data

Introduces a tiered classification system that categorizes data based on its importance to national
security and economic stability.Imposes restrictions on cross-border data transfers, ensuring that
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sensitive national data does not fall under foreign control or influence.Strengthens corporate
responsibility, requiring businesses to assess the impact of their data handling practices on
national security and public interest.
C. Personal Information Protection Law (2021): Protecting Individual Data Rights
Establishes clear rules for the collection, use, and storage of personal data, including obtaining
user consent before processing personal information.Grants individuals rights over their personal
data, such as the right to access, correct, and request deletion of their information.Restricts
businesses from collecting excessive data beyond what is necessary for their stated
purpose.Introduces hefty penalties for data violations, holding companies accountable for
misusing or mishandling personal information.

3. Facial Recognition Oversight: Balancing Technological Advancement with User Rights

Facial recognition technology is widely used in China for security, surveillance, and commercial

applications. However, concerns over privacy and abuse have led to regulatory oversight by the

Cyberspace Administration of China (CAC):

* Preventing Mandatory Use: New regulations prohibit companies from making facial
recognition a mandatory requirement for identity verification in various services, including
banking, public transport, and building access.

» Alternative Methods: Businesses and institutions must provide users with alternative
authentication methods, such as passwords, ID verification, or fingerprint scanning.

» User Consent: Individuals must be informed about the use of facial recognition, and explicit
consent must be obtained before their biometric data is collected and processed.

» Stricter Oversight on Public Surveillance: Government agencies deploying facial recognition
for security purposes must justify their necessity and adhere to strict data protection
standards.

4. Global Implications: China’s Influence on AI Governance

China’s Al regulations are not just limited to domestic governance; they have significant global

implications:

* Inspiring Other Nations: Countries looking to regulate Al may adopt elements of China’s
model, particularly in balancing innovation with government oversight.

+ Impact on Global Businesses: Multinational companies operating in China must comply
with local regulations, leading to adjustments in their global Al and data governance
strategies.

* Shaping International AI Ethics: China actively participates in global Al governance
discussions, advocating for an Al ethics framework that aligns with its national interests.

* Potential for Tech Decoupling: As China tightens its control over Al and data flows, there
is a growing divide between Chinese and Western Al ecosystems, leading to fragmented
technological landscapes.
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6. RECOMMENDATIONS FOR STRENGTHENING CORPORATE
ACCOUNTABILITY

The integration of Al into critical sectors poses legal, ethical, and regulatory challenges. To
ensure responsible Al deployment, a robust governance framework is essential. The following
measures are recommended:

6.1 Enact Dedicated AI Legislation

India needs a dedicated Al law to address gaps in existing regulations. It should define liability
for developers, deployers, and users, especially in high-risk sectors like healthcare and
autonomous vehicles. Ethical compliance, risk assessments, and transparency must be mandated.
The law should establish standards for fairness, accountability, and transparency, enforce
algorithmic audits, and ensure legal remedies for Al-induced harm such as bias, discrimination,
or privacy violations.

6.2 Establish an AI Regulatory Authority

To ensure ethical, transparent, and accountable Al governance, India must establish a specialized
Al Regulatory Authority. This body would oversee Al applications, enforce compliance, set
legal and ethical standards, and address public grievances. It would monitor Al systems across
sectors, adapt to evolving technologies, promote Al literacy, and safeguard human rights and
public trust.

(A) Monitoring Al Applications Across Industries

Al's growing use in healthcare, finance, e-commerce, and law enforcement demands strong
oversight. The authority must supervise Al deployment to prevent biases and ensure fairness. In
healthcare, it would ensure diagnostic tools and treatment algorithms are accurate and non-
discriminatory. In finance, it would regulate Al-led credit scoring and risk assessments to avoid
unfair denials. E-commerce platforms using Al for pricing and advertising must avoid
exploitative practices. Law enforcement tools, such as facial recognition and predictive policing,
must meet strict ethical and legal standards to prevent civil rights violations.

(B) Assessing Al Systems to Prevent Bias

Al systems often reflect societal biases. Regulatory bodies should mandate regular audits and
bias testing, requiring developers to disclose training data and mitigation strategies.
Organizations must be held accountable for discriminatory outcomes and provide remedies to
affected individuals.

(C) Enforcing Transparency in Al

Al decision-making should be explainable. The authority must require organizations to disclose
how Al impacts individuals, especially in high-stakes areas like loans or medical diagnoses. It
should also promote Al literacy and mandate Al impact assessments to evaluate societal risks.
(D) Ensuring Compliance
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A mandatory registration and certification process for high-risk Al systems should be
implemented. Non-compliance must result in penalties, service suspension, or license
revocation. Regular audits would detect algorithmic drift and assess fairness, security, and
transparency.

(E) Grievance Redressal Mechanism

The authority must establish accessible channels for individuals to report Al-related harm. It
should investigate complaints, audit faulty systems, and offer legal remedies. Mediation,
compensation, and legal aid should be available to those affected by unethical Al practices,
ensuring accountability and justice.

7. ETHICAL CONSIDERATIONS IN Al ACCOUNTABILITY

7.1 Al Ethics and Bias

Al systems can unintentionally perpetuate racial, gender, and social biases due to skewed
training data. Studies have revealed that facial recognition technologies often misidentify
individuals from marginalized communities (Buolamwini & Gebru, 2018).!> Tools like
Amazon’s Al recruiting system have been found to discriminate against women (Dastin, 2018)!3,
and predictive policing algorithms reinforce systemic racial profiling (Richardson et al., 2019'%).
Mitigating such bias requires diverse and representative datasets (Mehrabi et al., 2021), fairness-
oriented algorithms (Zemel et al., 2013'%), third-party audits, and transparent, explainable models
(Gunning, 2017).1¢

7.2 Corporate Self-Regulation

Firms like Google and Microsoft have published Al ethics principles emphasizing fairness and
accountability. However, research indicates limited enforcement of these guidelines (Jobin et al.,
2019'7). Internal AI ethics committees and Algorithmic Impact Assessments (Reisman et al.,
2018) help evaluate Al risks, though their implementation remains inconsistent. While
governments like Canada mandate AIAs, most private corporations do not. Whistleblower
protections, as seen in the EU Al Act, aim to expose ethical violations but require strong

2 Buolamwini, J., & Gebru, T. (2018). Gender Shades: Intersectional Accuracy Disparities in
Commercial Gender Classification, 81 Proc. Machine Learning Research 1.

3 Dastin, J., Amazon Scraps Secret Al Recruiting Tool That Showed Bias Against Women, Reuters
(Oct. 10, 2018), https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-
idUSKCN1MKO08G

4 Richardson, R., Schultz, J. M., & Crawford, K. (2019). Dirty Data, Bad Predictions, 105 Calif. L. Rev.
1.

5 Zemel, R., et al. (2013). Learning Fair Representations, 30 Proceedings of the ICML 325.

6 Gunning, D. (2017). Explainable Atrtificial Intelligence (XAl), Defense Advanced Research Projects
Agency (DARPA), https://www.darpa.mil/program/explainable-artificial-intelligence

7 Jobin, A., lenca, M., & Vayena, E. (2019). The Global Landscape of Al Ethics Guidelines, 1 Nat.
Mach. Intell. 389.
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enforcement. Hence, external oversight remains essential to ensure genuine accountability
(Brynjolfsson & McAfee, 2014).

7.3 Human Rights Implications

Al affects key human rights, including employment, privacy, and non-discrimination.
Automation threatens low-skilled jobs (Frey & Osborne, 2017), while Al-driven surveillance,
such as China’s Social Credit System, poses civil liberty risks (Creemers, 2018). In finance,
biased algorithms have led to discriminatory lending practices (Bartlett et al., 2019). Addressing
these concerns demands robust laws, regulatory bodies, explainable decision-making (as per
GDPR), and large-scale reskilling initiatives.

8. JUDICIAL INTERPRETATIONS AND LANDMARK CASES

8.1 Indian Case Laws

Although India lacks Al-specific precedents, cases like Puttaswamy v. Union of India (2017)
affirm privacy rights, and Shreya Singhal v. Union of India (2015)'® protects free speech—both
essential in Al governance. Other judgments like Google v. Visaka (2016)!” and Aadhaar Case
(2018) address intermediary liability and biometric privacy, while Babloo Chauhan v. NCRB
(2021)* highlights safeguards for Al-driven surveillance.

8.2 International Judicial Trends

Courts globally have tackled Al misuse. The EU fined Clearview Al for GDPR violations. In
United States v. Loomis (2016), opaque risk-assessment tools raised fairness concerns. Meta
faced lawsuits over deepfake content,>! and Uber was held accountable for algorithmic wage
discrimination.

8.3 Role of Judicial Precedents

These rulings underline the need for Al regulation grounded in constitutional principles—
ensuring transparency, privacy, and liability. As Al advances, judicial interpretation will remain
crucial in shaping responsible corporate use of technology.

CONCLUSION

Artificial Intelligence (Al) is significantly reshaping the global socio-economic and legal
framework, offering transformative benefits while raising critical ethical and legal challenges.
This study has highlighted key concerns such as data privacy, accountability, and the urgent need
for a comprehensive regulatory system. The central challenge lies in balancing innovation with
constitutional safeguards—AI must advance societal progress without compromising rights like
privacy, equality, and freedom of speech. For India, Al governance must be rooted in

8 Shreya Singhal v. Union of India, (2015) 5 SCC 1 (India).

9 Google India Pvt. Ltd. v. Visaka Industries, 2016 SCC OnLine Del 389 (India).

20 Babloo Chauhan @ Dabloo v. State & Anr., 2021 SCC OnLine Del 3117 (India).

21 Paul, K., Meta Sued Over Deepfake Sexual Images on Facebook, The Guardian (Aug. 2023),
https://www.theguardian.com/technology/2023/aug/01/meta-lawsuit-deepfake-facebook.

SamagraCsS Publication House 102


https://samagracs.com/samagracs-publication/
https://www.theguardian.com/technology/2023/aug/01/meta-lawsuit-deepfake-facebook

ey

0

555

":.i-:ll

G

_ ot . ,
- ﬁ_r ‘{,J.__*'_ d f{'f?”_"' Innovation and Integrative Research Center Journal
ISSN: 2584-1491 | www.iircj.org
Volume-3 | Issue-4 | April - 2025 | Page 88-105

constitutional values, particularly Articles 14, 19, and 21. A transparent, inclusive, and
accountable regulatory approach is vital, potentially through an AI Ethics Committee or
dedicated regulatory body under the IT Act. Collaborative efforts among policymakers,
technologists, and legal experts, along with public awareness and interdisciplinary research, will
be crucial. By adopting a rights-based, forward-thinking framework, India can ensure Al remains
a force for equitable progress while upholding democratic and constitutional principles.
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